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1
Decision/action requested

This contribution proposes a new solution to TR 33.809, Network detection of near by fake Base Stations for approval.
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3
Rationale

“ Key Issue #3: Network detection of near by fake Base Stations

5.3.1
Key issue details

The 3GPP measurements procedures (see [m]) are primarily designed to enable handovers and SON (Self-Organizing Networks) features. However, the same procedures also serve security purpose in being useful to detect false base stations. Such a framework for false base station detection is currently described in the informative Annex E of the 3GPP TS 33.501 [n]. 
The measurement reports sent by UEs to the network already contain various information of the surrounding radio conditions. And, those measuremet reports could be further enriched so that the detection of false base stations becomes more effective. Further, different types of measurement reports could be taken into use, e.g., logged measurement reports.

The present key issue is for investigating potential enhancements to the detection framework and enrichments to the measurement reports to further strengthen the false base station detection. 
Method of detecting fake Base Stations nearby is critical to further processing of the information to ascertain that a particular base station is fake and doesn’t belong to the real operator network. Once a determination is reached that a particular Base Station is fake, network can take actions to isolate such Base stations. Network can help UEs with information to avoid connecting to the fake gNBs.
If UEs are using information from reliable Base stations belong to an operator, such guidance information from Base Stations belonging to the operator network can be trusted to avoid fake Base Stations both in actice mode and idle mode.
5.3.2
Security threats

Undetected false base station could result in unwanted consequences without being noticed, as follow, thus depriving the network of taking corrective measures: DoS attack on network, DoS attack on UE, Fraud, Subscriber privacy attack
If an idle UE do cell re-selection and gets connected to a fake Base Station, UE may lose any incoming calls, paging message etc. If an active UE gets connected to fake base Station, it may get down bidded to LTE or other technology and the subscription id (IMSI) may get stolen. The UE may not get the service it requests.

5.3.3
Potential security requirements

It should be possible for Base Stations belonging to a PLMN, to detect fake Base Stations nearby.

It should be possible for Base Stations belonging to a PLMN, to employ methods to prevent UEs from connecting to false Base Stations. ”

4
Detailed proposal

****START of CHANGE ****
6.Y
Solution #Y: Network detection of near by fake Base Stations from call statistics and measurements

6.Y.1
Introduction

This solution addresses Key Issue #3: Network detection of near by fake Base Stations 
When fake base stations are present in a PLMN network, most often they will be broadcasting MIB and SIB messages copied from one of the real PLMN base stations. Thus, a UE, unsuspectingly might consider this as a real base station and based on the active or idle state of the UE.

1) If the UE is active, UE will consider the fake base station as a potential target for handover, and if mobility conditions are correct, will attempt to do haondover to it.

2) If the UE is Idle, it will do cell reselection and start listening to broadcast messages and Paging.

The solution here particularly focusses on the UEs in active state. The active UEs which does handover from real base station to fake base station will fail, and the UE will select a new target cell. Because the UE subsequently gets connected to a new target, even if the handover once failed, so far, the information gathered from this procedure is usually ignored.
6.Y.2
Solution details

6.Y.2.1 Detection of fake base Stations from Active UE Measurement report

If the UE is in active mode, during the handover preparation phase it is possible that the UE measured and selected a fake base station as a handover target. When UE measurement reports are received by the source base station, when handover thresholds are crossed, the source base station tries to establish X2/Xn links to the reported target Cell IDs. Looking at the configuration data of neighbour Cell IDs in the source base station, the source base station finds IP address of the target cells and tries to establish X2/Xn links for handover. But this X2/Xn link set up will fail, if the target Cell ID reported by the UE happens to be a false base station.

Here a serving base station can conlude that, if the Cell ID reported by the UE in its measurement report as one of the strong neigbhor cells, but if such a neighbour cell is absent in its configuration data base, or if the serving base station fails to establish X2/Xn links with the reported neighbour, the target cell is not part of the PLMN network. The serving base station can make the determination that the reported Cell ID doesn’t belong to its PLMN network.
6.Y.2.1 Detection of fake base stations from duplicate Cell IDs in Active UE Measurement report
It is also pssoble that a fake base station copies the Cell ID belonging to a real Cell and then operate in very close proximity to it, broadcasting the real Cell ID. In this case the UE will report two mesaurements for the same Cell ID with different values, since the UE is detecting and measuring two transmitters, which will differ in power at least very slightly.

The serving base station can detect the operation of a duplicate fake base station from the duplicate Cell IDs from the measurement report of multiple UEs. But it is difficult for a serving base station to detect which Cell ID, as measured by the UE in the measurement report belongs to a genuine base station of the PLMN and which one is fake.

Editor’s Note: It is FFS how a serving base station resolves duplicate Cell IDs as genuine vs fake.
6.Y.3
Evaluation

****End of CHANGE ****

